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Research on Reverse Analyzing of Android Application
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Abstract: Nowadays, Android portable devices and applications are gradually rising. Reverse analyzing the
Android application, we can see how the program runs, whether it is harmful and threatens to the privacy of the owner.
This article will expound how to reverse analyze an Android application from analysis flow, static analysis, debug,
anti-reverse and other aspects.
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# virtual methods
.method protected onActivityResult(I1Landroid/content/Intent;)V
.locals 2
.parameter
.parameter
.parameter
.prologue
line 179
if-nez p1, :cond_0

line 180
new-instance v0, Landroid/os/Message;

#v0=(UninitRef);
invoke-direct {v0}, Landroid/os/Message;-><init>()V

Jline 181

.local v0, sendmsg:Landroid/os/Message;

#v0=(Reference);

iget-object v, pO0,
Lcom/em/mobile/activity/EmSaveActivity;->uiHandler:Landroid/os/Handler;

#vl=(Reference);
invoke-virtual {v1, v0}, Landroid/os/Handler;->sendMessage(Landroid/

os/Message;)Z

.line 183
.end local vO #sendmsg:Landroid/os/Message;
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#v0=(Conflicted);v1=(Conflicted);
return-void
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1) IDAPRO android_server android

adb push android_server /data/local/tmp/

adb shell

cd /data/local/tmp/

chmod 755 android_server

2) root android_server

Jandroid_server
23946

3)  windows windows

adb forward tcp:23946 tcp:23946

4) IDA PRO
IDA PRO ““Debugger””—= “process options””
hostname localhost port 23946
5) IDA PRO ““debugger””— “attach to process””
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-keep public class * extends android.content.BroadcastReceiver
-keep public class * extends android.content.ContentProvider
-keep public class com.android.vending.licensing.ILicensingService
-keepclasseswithmembernames class * {
native <methods>;

-keepclasseswithmembernames class * {
public <init>(android.content.Context, android.util.
AttributeSet);

-keepclasseswithmembernames class * {
public <init>(android.content.Context, android.util.
AttributeSet, int);

-keepclassmembers enum * {
public static **[] values();
public static ** valueOf(java.lang.String);

-keep class * implements android.os.Parcelable {
public static final android.os.Parcelable$Creator *;
}
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