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Abstract Security audit is important for Unix host security also for business application which running on Unix host. The paper
analyzes configuration security of Unix operating system according disadvantages of conventional audit method a Unix host con—
figuration security audit scheme based on knowledge base is proposed. Then the paper gives the implementation of the scheme.

Key words Unix ¢perating system ¢onfiguration security knowledge base gudit

o Unix Unix
Unix N
N Unix
° 1 0
Unix .
SUID  SGID 2
o Unix 3
4 S50
° DoS “SYN Flood N
. i 23
1 Unix 60 °
Unix

o Unix



Embedded http:ﬂwww.lmntrnnn.com
<>

~—— ® QG} ® Hisd R
G0 skl O)| s
1To le
2 TR REFF
[ Linux ][ Solaris ][ HP-UX ] ﬂ
Unix [ AIX ][ Trubd ][ Others ] ;Eg I
2.1
3
1( )
1P
! 2 )
Unix EHLL AL EH IH RS
b5 3( )
i W (| U || e || o | AE
|| o | A || i | R _ﬂ%ﬁ
1 5()
Unix 2
JUI N N 2.2
Ul Access
Unix
RRIHRE
report
l[‘ ° Unix
P UnixE °

AWK

Unix



Embedded httpﬂm.knntronn.cgm

int readKnowledgeBase  (
int osType //

string scanType //

string scanltem //

string scanCMD //

string vulDesc//
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WeChat ID: kontronn


http://www.kontronn.com/support/509-windows-device-driver-design
http://www.kontronn.com/support/512-gps-application-based-on-windows-ce
http://www.kontronn.com/support/514-research-of-blocking-display-large-pixels-pictures-algorithm-based-on-windows-ce
http://www.kontronn.com/support/515-cnc-software-development-based-on-windows-ce
http://www.kontronn.com/support/558-application-design-of-nand-flash-in-wince-net-system
http://www.kontronn.com/support/163-schematics-of-freescale-mpc8536-development-board
http://www.kontronn.com/support/203-firmware-design-based-on-mpc8548e
http://www.kontronn.com/support/204-design-of-embedded-data-processing-system-based-on-mpc8548e
http://www.kontronn.com/support/205-implementation-of-embedded-network-communication-platform-based-on-powerpc
http://www.kontronn.com/support/209-application-of-powerpc-in-vehicle-display-and-control-system
http://www.kontronn.com/support/217-design-of-single-board-computer-based-on-powerpc
http://www.kontronn.com/support/226-archieving-fpga-configuration-by-using-powerpc860
http://www.kontronn.com/support/253-design-and-implementation-of-embedded-power-exchanging-system-based-on-mpc8247
http://www.kontronn.com/support/254-development-of-mpc8247-embedded-linux-system-based-on-device-tree
http://www.kontronn.com/support/263-transplantation-of-u-boot-embedded-system-based-on-mpc8313e
http://www.kontronn.com/support/271-uboot-porting-for-smp-system-based-on-powerpc
http://www.kontronn.com/support/283-uboot-porting-for-embedded-system-based-on-dual-core-processor-of-powerpc
http://www.kontronn.com/support/309-design-of-radar-signal-processor-based-on-powerpc
http://www.kontronn.com/support/311-porting-of-the-bootloader-for-powerpc-platform
http://www.kontronn.com/support/323-design-of-the-expansion-of-multi-serial-ports-communication-based-on-powerpc-embedded-core
http://www.kontronn.com/support/332-anti-interference-design-of-multi-port-network-system-based-on-powerpc
http://www.kontronn.com/support/341-graphics-interface-design-based-on-mpc860t-and-vxworks
http://www.kontronn.com/support/356-ppmc-system-based-on-mpc8260-processor
http://www.kontronn.com/support/367-study-and-design-of-a-controller-based-on-powerpc
http://www.kontronn.com/support/374-the-analog-input-expansion-based-on-the-powerpc
http://www.kontronn.com/support/381-design-of-vehicle-communication-system-based-on-powerpc
http://www.kontronn.com/support/408-a-method-and-implementation-of-expanding-general-io-in-embedded-system-based-on-powerpc
http://www.kontronn.com/support/416-design-and-research-of-embedded-system-based-on-powerpc-440gp-microcontroller
http://www.kontronn.com/support/422-hardware-design-of-embedded-system-based-on-dual-powerpc-7447a-processor
http://www.kontronn.com/support/431-design-and-implementation-of-an-universal-processing-module-based-on-powerpc-603e
http://www.kontronn.com/support/435-development-and-implementation-of-the-monitor-on-chip-of-embedded-computer-mpc555
http://www.kontronn.com/support/442-development-on-power-quality-online-monitoring-instrument-based-on-powerpc-and-dsp
http://www.kontronn.com/support/448-the-hardware-design-of-embedded-system-for-multi-core-processor-based-on-powerpc-architecture
http://www.kontronn.com/support/454-design-of-a-multi-screen-system-based-on-powerpc
http://www.kontronn.com/support/456-embedded-smp-system-design-based-on-powerpc
http://www.vxworks6.com
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http://www.kontronn.com/support/521-a-mpc850-based-communication-manager-with-powerful-functions
http://www.kontronn.com/support/539-research-on-processing-system-technology-based-on-mpc8640d
http://www.kontronn.com/support/540-design-of-computer-module-based-on-dual-core-processor-mpc8641d
http://www.kontronn.com/support/546-research-of-symmetrical-multi-processing-technology-based-on-mpc8641d-processor
http://www.kontronn.com/support/579-principle-of-powerpc-processor
http://www.kontronn.com/support/587-reference-design-schematics-of-p1020-from-freescale
http://www.kontronn.com/support/588-freescale-t1040rdb-schematics
http://www.kontronn.com/support/169-device-driver-design-and-application-based-on-diskonchip-2000
http://www.kontronn.com/support/182-pc104-bus-design-based-on-arm-system
http://www.kontronn.com/support/183-research-of-exception-handler-mechanism-for-embedded-system-based-on-arm
http://www.kontronn.com/support/185-interrupt-processing-design-for-arm
http://www.kontronn.com/support/186-design-and-implementation-of-embedded-data-communication-interface-driver-based-on-arm
http://www.kontronn.com/support/190-source-code-of-the-device-driver-for-tft-lcd-for-s3c2410
http://www.kontronn.com/support/212-an-electromagnetic-interference-design-of-a-high-speed-image-acquisition-system-on-dm642
http://www.kontronn.com/support/214-stm32-adc-multi-channels-source-code
http://www.kontronn.com/support/216-porting-arm-linux-on-ep7312
http://www.kontronn.com/support/229-300-classical-questions-about-arm
http://www.kontronn.com/support/117-the-design-and-implementation-of-the-embedded-systems-of-the-spectrum-monitoring-equipment-based-on-s5pv210
http://www.kontronn.com/support/239-detailed-explanation-by-instruction-level-about-start-s-source-code-in-uboot
http://www.kontronn.com/support/241-the-design-and-realization-of-embedded-zigbee-gateway-based-on-arm
http://www.kontronn.com/support/262-the-transplantion-of-embedded-linux-system-based-on-s3c6410-micro-processor
http://www.kontronn.com/support/272-transplantation-and-realisation-of-ucos-ii-and-lwip-protocol-stack-on-cortex-a8-platform
http://www.kontronn.com/support/282-device-driver-design-of-embedded-linux-wireless-network-based-on-arm
http://www.kontronn.com/support/290-linux-adc-device-driver-for-arm-s3c2440
http://www.kontronn.com/support/291-linux-touch-screen-device-driver-for-arm-s3c2440
http://www.kontronn.com/support/298-video-processing-and-digital-microwave-transmission-system-based-on-linux-and-cortex-a8
http://www.kontronn.com/support/303-porting-of-uboot-for-booting-from-nand-flash-mode
http://www.kontronn.com/support/305-design-of-uart-based-on-arm-processor
http://www.kontronn.com/support/317-analysis-and-processing-of-malfunction-for-arm-cortex-m3-processor
http://www.kontronn.com/support/321-research-of-the-boot-and-debug-for-arm-micro-processor
http://www.kontronn.com/support/329-execution-of-the-image-based-on-arm-system-and-the-implementation-of-the-interrupt-execution-mechanism
http://www.kontronn.com/support/340-arm-secondary-development-interface-based-on-interrupt-call
http://www.kontronn.com/support/362-design-of-lcd-driving-in-linux-based-on-arm11-embedded-system
http://www.kontronn.com/support/363-porting-of-uboot-for-s3c2440
http://www.kontronn.com/support/371-design-of-wireless-video-terminal-based-on-arm11
http://www.vxworks6.com
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http://www.kontronn.com/support/380-uboot-analysis-and-transplantation-based-on-s3c6410
http://www.kontronn.com/support/388-design-of-high-fidelity-lossless-music-player-based-on-arm-embedded-system
http://www.kontronn.com/support/406-porting-of-uboot-to-mini6410
http://www.kontronn.com/support/414-analysis-and-implementation-of-arm11-based-mount-for-nand-flash-simulation-u-disk-under-embedded-linux
http://www.kontronn.com/support/427-power-integrity-analysis-based-on-arm11
http://www.kontronn.com/support/430-uboot-analysis-and-transplantation-based-on-arm-s3c6410
http://www.kontronn.com/support/436-design-and-implementation-of-mobile-video-monitoring-terminal-based-on-s5pc100-embedded-processor
http://www.kontronn.com/support/518-analysis-of-porting-uboot-on-at91rm9200
http://www.kontronn.com/support/522-porting-analysis-of-u-boot-based-on-industry-controlling-at91rm9200
http://www.kontronn.com/support/560-personnel-locating-anti-lost-based-on-arm11-and-zigbee
http://www.kontronn.com/support/564-research-on-the-booting-speed-of-embedded-system-based-on-nand-flash
http://www.kontronn.com/support/567-porting-of-ucos-ii-for-arm7
http://www.kontronn.com/support/574-design-of-an-embedded-video-capturing-system-based-on-arm11
http://www.kontronn.com/support/577-design-of-video-surveillance-system-based-on-arm11
http://www.kontronn.com/support/578-research-of-porting-rtos-ucos-ii-to-lpc2210
http://www.kontronn.com/support/172-typical-design-of-dsp-power
http://www.kontronn.com/support/173-design-of-high-frequency-pulse-power-supply
http://www.kontronn.com/2-products/174-design-for-power-synthetic-protection
http://www.kontronn.com/support/175-design-of-arbirary-waveform-power-supply
http://www.kontronn.com/support/210-analysis-and-application-of-high-speed-pcb-signal-integrity
http://www.kontronn.com/support/212-an-electromagnetic-interference-design-of-a-high-speed-image-acquisition-system-on-dm642
http://www.kontronn.com/support/225-design-a-ip-dispatcher-base-on-a-com-express-nano-motherboard
http://www.kontronn.com/support/243-the-design-and-implementation-of-a-data-recorder-based-on-com-express-architecture
http://www.kontronn.com/support/248-design-of-signal-system-logic-arithmetic-unit-based-on-com-express
http://www.kontronn.com/support/258-design-of-radar-echoes-pre-processing-module-based-on-com-express
http://www.kontronn.com/support/265-analysis-and-application-of-simple-multi-task-kernel-on-x86-platform
http://www.kontronn.com/support/266-design-and-research-about-pre-os-application-based-on-uefi-shell
http://www.kontronn.com/support/2-products/274-research-of-malicious-code-defense-technology-based-on-uefi-firmware
http://www.kontronn.com/support/280-investigation-of-support-firmware-for-computer-platform-with-mips-architecture
http://www.kontronn.com/support/299-verification-technology-based-on-uefi-firmware-trojan
http://www.kontronn.com/support/314-analysis-and-development-of-uefi-application-and-uefi-driver
http://www.kontronn.com/support/324-research-and-implementation-of-trusted-bios-based-on-uefi
http://www.kontronn.com/support/331-research-on-demestic-computer-bios-based-on-uefi
http://www.kontronn.com/support/342-a-secure-module-analysis-based-on-uefi
http://www.kontronn.com/support/347-design-of-equal-precision-frequency-meter-based-on-fpga-niosii
http://www.kontronn.com/support/348-design-for-embedded-system-based-on-fpga
http://www.vxworks6.com
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http://www.kontronn.com/support/349-the-design-and-realization-of-the-basic-signal-generator-based-on-sopc
http://www.kontronn.com/support/357-research-and-development-of-pmon-based-on-loongson-platform
http://www.kontronn.com/support/365-configurable-design-of-embedded-bios-based-on-x86-platform
http://www.kontronn.com/support/377-analysis-and-optimization-of-pmon-based-on-loongson-2f-cpu
http://www.kontronn.com/support/383-design-and-implementation-of-interface-circuit-between-cpu-and-gpu
http://www.kontronn.com/support/389-pmon-source-code-compiling-and-starting-analysis-based-on-loongson-1a-platform
http://www.kontronn.com/support/397-design-of-an-embedded-dc-control-and-monitoring-device-based-on-the-pc104-industry-controller
http://www.kontronn.com/support/398-research-and-development-of-the-general-purpose-computation-on-gpus
http://www.kontronn.com/support/405-high-speed-fir-digital-filtering-on-gpu
http://www.kontronn.com/support/412-hybrid-programming-model-based-on-cpu-gpu-heterogeneous-computing
http://www.kontronn.com/support/418-gpu-performance-optimization-targeting-opencl-model
http://www.kontronn.com/support/438-the-fdtd-finite-difference-time-domain-computing-method-based-on-gpu
http://www.kontronn.com/support/441-defect-detection-based-on-gpu
http://www.kontronn.com/support/447-general-computing-of-gpu-a-new-high-performance-computing-solutions
http://www.kontronn.com/support/453-quantitative-gpgpu-performance-model-targeting-opencl-architecture
http://www.kontronn.com/support/458-research-on-image-integral-algorithm-optimization-based-on-opencl
http://www.kontronn.com/support/459-research-on-mean-shift-algorithm-using-opencl-on-multiple-many-core-platform
http://www.kontronn.com/support/462-parallel-programming-of-heterogeneous-system-based-on-opencl
http://www.kontronn.com/support/464-study-on-thermal-back-up-machine-switching-technology-in-embedded-system
http://www.kontronn.com/support/543-a-new-aes-algorithm-application-model-on-efi-tiano-framework
http://www.kontronn.com/support/544-security-analysis-of-efi-framework
http://www.kontronn.com/support/552-design-and-research-of-preos-application-based-on-uefi-shell
http://www.kontronn.com/support/559-analysis-and-detection-of-uefi-bootkit
http://www.kontronn.com/support/566-implementation-of-quick-debug-method-in-uefi-computer-system
http://www.kontronn.com/support/568-a-method-to-support-multi-ffs-for-efi-system
http://www.kontronn.com/support/573-design-and-study-of-trusted-tiano-based-on-uefi
http://www.kontronn.com/support/288-computer-software-basic-data-structure-algorithm
http://www.kontronn.com/support/319-optimization-of-advanced-data-structures
http://www.kontronn.com/support/320-study-algorithm-from-scratch
http://www.kontronn.com/support/333-analysisi-of-socket-programming-tcp-based-on-linux
http://www.kontronn.com/support/334-analysisi-of-socket-programming-udp-based-on-linux
http://www.kontronn.com/support/344-network-programming-technique-and-its-realization-based-on-socket
http://www.kontronn.com/support/391-data-structure-exam-question-chapter-1-introduction
http://www.kontronn.com/support/403-data-structure-exam-question-chapter-2-linear-table
http://www.kontronn.com/support/404-data-structure-exam-question-chapter-2-linear-table-answers
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