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«ind River at a glance

Aerospace & Defense

= Applied Signal

= BAE Systems

= Boeing

= EADS

= Elbit Group

= Finmeccanica

= General Dynamics
= General Electric

= Harris

= Honeywell

=TT

= L3 Communications
= Lockheed

= NASA

= Northrop Grumman
= Orbital Sciences

= Raytheon

= Rockwell Collins

= Thales

= U.S. Navy

Automotive

= AWTC Europe

= BMW

= Bosch

= Clarion

= Continental

= Daimler

= Delphi

= Fiat

= Fujitsu

= General Motors

= Harmann

= HKMC

= Honda

= Johnson Controls
= Mobis

= Nissan

= PSA Peugeot Citroen
= Renault

= Toyota

= Valeo Group

= Alcatel-Lucent

Network Equipment

ARRIS
Avaya
Ciena
Dialogic
Ericsson
Fujitsu
GENBAND
Hitachi
Huawei
Hypercom
Intel
Kapsch
Kyocera
Motorola
NEC
Nokia
Samsung
Tellabs
ZTE

Industrial & Medical

ABB

Agilent

AREVA

Bombardier
Emerson Electric
General Electric
Hitachi Medical

Intel

Invensys

KUKA

Mitsubishi Industrial
Mitsubishi Electric
Nikon

Panasonic

Philips Medical
Rockwell Automation
Schneider Electric
Siemens

Sirona Dental Systems
Toshiba

Mobile & Consumer

Canon

Dell

Epson
Fuji-Xerox

IBM

Intel

Konica Minolta
LG Electronics
NEC

OKki

Prima Cinema
Qualcomm
Ricoh
Samsung
Sharp

SK Telecom
Sony

Texas Instruments
Toshiba

Xerox
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The Cloud”

m Transformation
Private
' Cloud

Embedded

Cloud

Data Center Big Data

GATEWAY

The Drive to
50 Billion De
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Intelligent
Intelligent Systems I :
5 Y Decision Making

==
=|E [=
| | - T
===
B < NP
Intelligent Systems, Cloud Networks
Aggregators, Intelligent Network
Gateways,
Edge Devices Controllers

Core Attributes

Platform Features
Graphics/
Manageability

Virtualization

WIND RIVER
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Workbench Development Suite

A28 1%

Simics

Middleware:Networking, Graphics, Security, Connectivity, Management...

Intelligent
Network

Platform
VxWorks ()

Wind River Linux

VxWorks VxWorks
Cert 653

Cert Hypervisor

Wind River
Linux Secure

Safety Certified Security-Critical

VxWorks MILS

RAERIE ST



AONNOI - /nternet of Things
- Distributed Control & Decision

VxWorks 7

2000s - Multi-core Processors
, ) VxWorks 6
- Hardening of Device OS

1990s o Digital Control Devices
- Internet Explosion

VxWorks 5

(KSIS{OI MM - 32-Bit Processors for Devices VxWorks

- Operating Systems in Devices







Centralization Paradigm of Operating Systems

Middleware & Apps

I llati
Core Kernel n§ta ajuon,

Licensing,

IDE Compiler . _ DVD,
Ver x.y.z Ver x.y.z Build Tools Architecture Shipping,
Product

Drivers Codes

BSP

Build and Distribution Infrastructure Based on Monolithic Platform Paradigm

9 | © 2014 Wind River. All Rights Reserved.
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rackage Paradigm for VxWorks 7

* New infrastructure for installation, distribution, and deployment of

application packages
« Support for incremental addition or deletion of components

Wind River Packages Ecosystem Packages

Web Server

Networking |

File System

VxWorks 7 Core Platform OS

WIND RIVER
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Litecycle of Application is separate from
core kernel

« Enables individual apps to be patched or updated at any time,
as needed

File System
ver 1.0

File System
ver 1.1

File System
ver 2.0

VxWorks 7 Core Platform OS

WIND RIVER
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Multiple versions of Packages can coexists in

the development tree

« Enables patches or new versions to
be tried out and rolled back when

required

VxWorks 7 Core Platform OS

—

File System

ver 2.0
.

File System
ver 1.1 J

—

File System
ver 1.0

WIND RIVER
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cuiicept of Profiles

i Market Specific |
| i
| Industrial Medical Consumer Networking i
i Profile Profile Profile Profile i
a i
ey SRR = NSmmmmmm— @ SRR ____|
. TechnologySpecific |
| i
| Security Microkernel Hypervisor FACE i
i Profile Profile Profile Profile i
a i

VxWorks 7

Core Platform

WIND RIVER
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Standard
VxWorks Kernel

Edge

Devices \
VxWorks
Microkernel

Very small kernel (~20 KB)
Lower safety certification cost
Fast threading model

Suitable for multi-core SoC, multiprocessor, or sensors

WIND RIVER



},{wigned for Big-Little Core
Configurations

e Multi-core with big and small core configurations
« Offload of important or repetitive tasks for maximum
processing efficiency

Standard
VxWorks Kernel

VxWorks
Microkernel

WIND RIVER
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vxworks 7 Scales in Functionality
for Safety-Certified Applications

Safety Profiles

VxWorks 7 Core Platform

Transportation

WIND RIVER
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ianced Safety Partitioning

New partitioning components provide robust
separation of time, space, and resources.

Safety Critical

Application Aol

Application

Safety Partitioning Module
VxWorks 7 Core Platform

WIND RIVER
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rour Pillars of Security Provided by VxWorks @

:.
1 -~

—_—
S __g_,j

Prevent Prevent Prevent
untrusted malicious onboard data
binaries from attacks in access when
executing operation at rest

Prevent
malicious code
In development

WIND RIVER
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>ecurity - Root of Trust

* Non authorized images

won’t load . _ | —
« Only signed module will run L c—
ICI iniecti Signed Signed
* No malicious code injection e ‘ sootcaonsin [l P
e Decryption (optional) Process space | | KemelSpace -

« Digital Signature verification

(X.509) Signed VxWorks Image
e Supports
e DKM
RTPS Secured VxWorks Bootloader

Shared Libraries
* Workbench plugin to
Integrate in build system
e Secure loader

WIND RIVER
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Security - User Management

* Only authorized user have access
» Define and enforce user based policies
e Customized auditing and log management

WIND RIVER



' Enhanced Platform Values
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vdnhdation for Virtualization

Virtualization

VxWorks Hypervisor

VxWorks 7 Core OS Platform

WIND RIVER
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Host Tools User Application

Tilcon Ul Tilcon Ul Resources
Designer L-r

Font Resources

Eclipse

Plugin Image Resources

\Z

Tilcon Ul Library

4
2D Graphics 3D Graphics

JPEG PNG OpenVG OpenGL ES

v v v v
““*
| | | |
| Mouse ) Keyboard Jf Touchscreen | FrameBuffer  §  GPU |

WIND RIVER
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Support for Industry Standard
Connectivity Protocols

* Bluetooth, BLE, L2CAP, Health Device Profile

 CAN protocols

 FireWire (IEEE 1394)

e Continua stack for home medical applications

« USB

* Dual-mode IPv4/IPv6 with IPv6-Ready Logo certification

WIND RIVER
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nnelligent Device Platform (IDP)
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Manageability Runtime Environment 0 SSL
pen

OMA-DM OSGi TPM Engine
Lua Secure Package
Online
TR-069 OpenJDK

Management
Connectivity
Cellular Bluetooth MQTT

Wind River Linux 5.0.1

Remote Attestation

Encrypted Storage

Zighee

Resource Control

Application
Integrity Monitor

BSP: i.MX6, Atom... Secure Boot

WIND RIVER
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iwP Connectivity

Wireless Wired Protocols
SPI
Cloud Connectivity
___Digi

Cloud Connectivity

Soln Family

WIND RIVER



Security

2. Secure Management
* Remote Attestation

» Secure Package Update

Device

Management Server

Management
Client

3. Secure Data

* Access Control
» Image Signing Tool

Root of
Trust

Hardware

1. Secure Device
» Secure Boot
* File Integrity Protection
» Key Management
» Secure storage

WIND RIVER



r

4\
IVianageability

e B @ A 4 I

Smart City Healthcare Smart Smart Grid Vending Vehicle Disaster
Building/Home Machine/Kiosk Tracking Detection

Unified Access Point

Busmess/Operatlons Edge Management System Fault Detection Auto Configuration software
Support Systems Management

OneAgent CWMP (TR-069) OMA DM

WIND RIVER
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Edge Management System

Cloud Connectivity Kit

Secure Connection

Application Launcher

Remote Upgrade

VxWorks 7 Platform/

Intelligent Device Platform

Edge Management System
Event-based rules engine
Data visualization

API access to data

evices

WIND RIVER
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Intelligent Network Platform

4
L Customer
L - Customer Customer ata Plane App
Native Customer Data Plane App
Li A Customer ata Plane A hta Plane App J
INUXAPPS Data Plane App bp
s e e e e s e e

I Management
Plane

\ ) . !
I ! Linux User Space

Core Core Core Core Core Core Core Core

WIND RIVER
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NFV and Network Transformation

From This: _
To This:

_ _ _ = Networking Services in VMs
 Vertically integrated solution : (VNFs)

e R
boiooe

(HW, Platform, Management) | Standard COTS hardware

New NFV ecosystem and value
chain

 Single Function Products

VM:
Gateway

Firewall DPI Gateway = VM:

- o
%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁﬁ%
..

=

%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%

== = [ Firewall

:
R B, B

.
...
.
e
_ v

EE?EEEEE”

%%%ﬁ%ﬁ%ﬁ%%ﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ
e

%ﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ
?ﬁ%ﬁ%ﬁﬁ%ﬁ%ﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ
%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%ﬁ%@

s
o o
-

To Lower OPEX and CAPEX
Create Service Agility

product portfolio

Accelerate Innovation

WIND RIVER
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upen Virtualization Profile

VM n

VM 1 VM 2
Packet Processing VxWorks & Linux
Application(s) Legacy Apps

Lx Guest Guest OS

= KVM made preemp_rt friendly

() () . .
. DPDK . DPDK CPU isolation

openstack / ovirt mgmt and reporting VMS Separatlon Via
= - namespaces / cgroups

Virtual switch (ovswitch) . PaSSthrOUgh DPDK

WR Linux with . L
‘ PREEMPT OVP = Flexible Provisioning

= Designed for Guest
CPU1 g CPU?2

performance

Live Migration capable

WIND RIVER
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cdrrier Grade Communications Server Architecture

.

Running any guest OS

CAN@NICAL  Microsoft:
q redhat WiND RIVER

Carrier Grade
OpenStack

Carrier Grade
Middleware

openstack

Wind River
Carrier Grade
Communications
Server (CGCS)

VM HA
Management

Software
Management

VM Health

s it P
ecurity Monitoring

Power

HA Storage Management

Commodity Server Platform (Multi-Core Hardware)

Support any guest Operating
System

Add features for Carrier Grade
platform management

Guest OS Guest OS Guest OS Guest OS

Add Carrier Grade accelerated

Carrier .
vSwitch

Grade
Accelerated
vSwitch

VXLAN VNICs Lol

Accelerated Data Plane

Add OpenStack Carrier Grade
reliability and availability

enhancements
Open
Virtualization
Profile

Carrier Grade Linux

Real-Time

. Low Latenc
Extensions v

Add critical real-time
performance enhancements to
KVM

Based on standard open
source components

WIND RIVER



Large INP/OVP/CGCS VxWorks 653 VxWorks MILS
Hypervisor Hypervisor

VxWorks 6 VxWorks 7 WRL Security

VxWorks 7 (VSP extensions) B VxWorks 7
IDP “

3

Medium

VxWorks VxWorks 6 CERT VxWorks 7
Microkernel VxWorks 7 CERT

Small

Scalability Safety Security

Ov

Single & Multi-core Architectures

WIND RIVER
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Contact Us
= Beijing Office Tel:
= Shanghai Office Tel:
= Shenzhen Office Tel:
= Xi’an Office Tel:
= Chengdu Office Tel:

010-84777100
021-63585586/87/89/90
0755-25333408/3418/4508/4518
029-87607208

028-65318000

To learn more, visit Wind River at : http://www.windriver.com
Email: inquiries-ap-china@windriver.com

Wind River Sina Weibo,

@Wind River http://weibo.com/windriverchina

WIND RIVER
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