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Analysis and Detection of UEFI Bootkit
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Abstract This paper analyzed the work mechanism and key technology of UEFI Bootkit, expanded the definition of
Trojan according to it,illustrated the differences of hiding technology between UEFI Bootkit and Trojan,built a formal
model of UEFI Bootkit cooperative concealment. showed an application of the model, proved the idea that detecting
Bootkit before the operating system kernel starting can obtain a better effect than after the operating system starting.
We designed and developed UEFT Bootkit detection system which works before the operating system kernel starts. The
detection system was used to do practical test,and the results show UEFI Bootkit detection system obtains a good effect
and has the accuracy.
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PowerPC:

1. Freescale MPC8536 JT & J&i H &
2. 3T MPCS548E f [l 44 it

WeChat ID: kontronn


http://www.kontronn.com/support/161-can-bus-device-driver-design-in-windows-ce
http://www.kontronn.com/support/170-implement-and-application-of-adc-driver-based-on-windows-ce-net
http://www.kontronn.com/support/171-realization-of-serial-communication-based-on-windows-ce
http://www.kontronn.com/support/176-the-research-and-study-of-grps-module-based-on-windows-ce-net
http://www.kontronn.com/support/189-source-code-for-booting-into-dos-using-ntldr-under-the-ntfs-partion-of-windows2k
http://www.kontronn.com/support/193-usb-device-driver-development-in-windows
http://www.kontronn.com/support/195-new-programme-design-of-high-capacity-data-transmission-based-on-wince-system
http://www.kontronn.com/support/196-step-by-step-for-installing-and-developing-wince-6-0
http://www.kontronn.com/support/197-c-source-code-of-calculator-for-dos
http://www.kontronn.com/support/198-voice-communication-application-for-g726-lan-and-source-code
http://www.kontronn.com/support/199-method-for-loading-device-driver-from-3rd-party-for-windows-ce
http://www.kontronn.com/support/200-register-editor-application-for-windows-ce-and-it-s-source-code
http://www.kontronn.com/support/201-source-code-for-uart-communication-for-windows-ce
http://www.kontronn.com/support/202-source-code-for-reading-and-writing-sd-card-for-windows-ce
http://www.kontronn.com/support/227-research-on-bootload-based-on-windows-ce
http://www.kontronn.com/support/281-the-auto-installation-of-wireless-network-card-in-windows-ce
http://www.kontronn.com/support/292-research-and-implement-of-videophone-based-on-windows-ce
http://www.kontronn.com/support/316-design-of-embedded-image-acquisition-system-based-on-wince
http://www.kontronn.com/support/327-palmprint-identification-system-based-on-arm-and-windows-ce
http://www.kontronn.com/support/368-analysis-and-application-of-the-dcom-protocol-in-a-network-redundancy-enivronment
http://www.kontronn.com/support/386-development-of-windows-xp-embedded-in-substation-communication
http://www.kontronn.com/support/395-development-and-application-of-xpe-in-the-multifunctional-display-console
http://www.kontronn.com/support/401-design-and-implementation-of-lkj2000-simulation-system-based-on-windows-xp-embedded
http://www.kontronn.com/support/409-development-of-windows-xp-embedded-operating-system-in-virtual-instrument
http://www.kontronn.com/support/421-design-of-embedded-navigation-digital-map-based-on-evc
http://www.kontronn.com/support/437-design-and-application-os-sms-command-system-used-in-the-police-affairs-zone-based-on-xp-embedded
http://www.kontronn.com/support/444-implementation-of-digital-exchange-instrument-for-disused-paper-money-based-on-xpe
http://www.kontronn.com/support/507-adc-driver-design-based-on-windows-ce-net
http://www.kontronn.com/support/508-the-design-of-usb-stream-interface-driver-for-windows-ce
http://www.kontronn.com/support/509-windows-device-driver-design
http://www.kontronn.com/support/512-gps-application-based-on-windows-ce
http://www.kontronn.com/support/514-research-of-blocking-display-large-pixels-pictures-algorithm-based-on-windows-ce
http://www.kontronn.com/support/515-cnc-software-development-based-on-windows-ce
http://www.kontronn.com/support/163-schematics-of-freescale-mpc8536-development-board
http://www.kontronn.com/support/203-firmware-design-based-on-mpc8548e
http://www.vxworks6.com
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22. 7T PowerPC R ARG B 10 LY R 72
23. T PowerPC440GP #dfdz i 28 1k AR R G st 505
24, 3T X PowerPC 7447A AbFHZSHI IR AR Gl AF %11
25. Z& T PowerPC603e i FH A BEABTH Y % 115 SER
26. R A\ AL MPC555 BE 8 A P IR 2 T R S5 5201
27. 3T PowerPC F1 DSP 1] L 8 )5 £ 7 28 I P25 &5 1 it o)
28. 3T PowerPC 224 Z i Ab B B3R A\ X R el 44 it
29. # T PowerPC [ £ 5t R4tk 1T
30. T PowerPC HJir A SMP R4t k1t
31. T MPC850 1) £ T feilif{E & Fi %
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34. JET MPC8641D AbHH 2% A X BR 2 Ab BEF ARHE 5T

ARM:

1. JEF DiskOnChip 2000 HJIREHFEF it AN H
2. HT ARMAK R PC-104 281511
3. T ARM B R R G W Ab B L A 5T

WeChat ID: kontronn


http://www.kontronn.com/support/204-design-of-embedded-data-processing-system-based-on-mpc8548e
http://www.kontronn.com/support/205-implementation-of-embedded-network-communication-platform-based-on-powerpc
http://www.kontronn.com/support/209-application-of-powerpc-in-vehicle-display-and-control-system
http://www.kontronn.com/support/217-design-of-single-board-computer-based-on-powerpc
http://www.kontronn.com/support/226-archieving-fpga-configuration-by-using-powerpc860
http://www.kontronn.com/support/253-design-and-implementation-of-embedded-power-exchanging-system-based-on-mpc8247
http://www.kontronn.com/support/254-development-of-mpc8247-embedded-linux-system-based-on-device-tree
http://www.kontronn.com/support/263-transplantation-of-u-boot-embedded-system-based-on-mpc8313e
http://www.kontronn.com/support/271-uboot-porting-for-smp-system-based-on-powerpc
http://www.kontronn.com/support/283-uboot-porting-for-embedded-system-based-on-dual-core-processor-of-powerpc
http://www.kontronn.com/support/309-design-of-radar-signal-processor-based-on-powerpc
http://www.kontronn.com/support/311-porting-of-the-bootloader-for-powerpc-platform
http://www.kontronn.com/support/323-design-of-the-expansion-of-multi-serial-ports-communication-based-on-powerpc-embedded-core
http://www.kontronn.com/support/332-anti-interference-design-of-multi-port-network-system-based-on-powerpc
http://www.kontronn.com/support/341-graphics-interface-design-based-on-mpc860t-and-vxworks
http://www.kontronn.com/support/356-ppmc-system-based-on-mpc8260-processor
http://www.kontronn.com/support/367-study-and-design-of-a-controller-based-on-powerpc
http://www.kontronn.com/support/374-the-analog-input-expansion-based-on-the-powerpc
http://www.kontronn.com/support/381-design-of-vehicle-communication-system-based-on-powerpc
http://www.kontronn.com/support/408-a-method-and-implementation-of-expanding-general-io-in-embedded-system-based-on-powerpc
http://www.kontronn.com/support/416-design-and-research-of-embedded-system-based-on-powerpc-440gp-microcontroller
http://www.kontronn.com/support/422-hardware-design-of-embedded-system-based-on-dual-powerpc-7447a-processor
http://www.kontronn.com/support/431-design-and-implementation-of-an-universal-processing-module-based-on-powerpc-603e
http://www.kontronn.com/support/435-development-and-implementation-of-the-monitor-on-chip-of-embedded-computer-mpc555
http://www.kontronn.com/support/442-development-on-power-quality-online-monitoring-instrument-based-on-powerpc-and-dsp
http://www.kontronn.com/support/448-the-hardware-design-of-embedded-system-for-multi-core-processor-based-on-powerpc-architecture
http://www.kontronn.com/support/454-design-of-a-multi-screen-system-based-on-powerpc
http://www.kontronn.com/support/456-embedded-smp-system-design-based-on-powerpc
http://www.kontronn.com/support/521-a-mpc850-based-communication-manager-with-powerful-functions
http://www.kontronn.com/support/539-research-on-processing-system-technology-based-on-mpc8640d
http://www.kontronn.com/support/540-design-of-computer-module-based-on-dual-core-processor-mpc8641d
http://www.kontronn.com/support/546-research-of-symmetrical-multi-processing-technology-based-on-mpc8641d-processor
http://www.kontronn.com/support/169-device-driver-design-and-application-based-on-diskonchip-2000
http://www.kontronn.com/support/182-pc104-bus-design-based-on-arm-system
http://www.kontronn.com/support/183-research-of-exception-handler-mechanism-for-embedded-system-based-on-arm
http://www.vxworks6.com
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5. F:T ARM B9 KA RS AT B4 T KB
6. S3C2410 FFJ TFT LCD IXBhJEIS
7
8
9

. STM32 SD R#Ht FATFS SCA4: 2 %Y
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10. ARM £ 8 300 [
11. FET- S5PV210 Ak i il % 28 IR A R G i 5 S
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Hardware:

1. DSP Hi s ) LA o i
2. ATk YR

WeChat ID: kontronn


http://www.kontronn.com/support/185-interrupt-processing-design-for-arm
http://www.kontronn.com/support/186-design-and-implementation-of-embedded-data-communication-interface-driver-based-on-arm
http://www.kontronn.com/support/190-source-code-of-the-device-driver-for-tft-lcd-for-s3c2410
http://www.kontronn.com/support/212-an-electromagnetic-interference-design-of-a-high-speed-image-acquisition-system-on-dm642
http://www.kontronn.com/support/214-stm32-adc-multi-channels-source-code
http://www.kontronn.com/support/216-porting-arm-linux-on-ep7312
http://www.kontronn.com/support/229-300-classical-questions-about-arm
http://www.kontronn.com/support/117-the-design-and-implementation-of-the-embedded-systems-of-the-spectrum-monitoring-equipment-based-on-s5pv210
http://www.kontronn.com/support/239-detailed-explanation-by-instruction-level-about-start-s-source-code-in-uboot
http://www.kontronn.com/support/241-the-design-and-realization-of-embedded-zigbee-gateway-based-on-arm
http://www.kontronn.com/support/262-the-transplantion-of-embedded-linux-system-based-on-s3c6410-micro-processor
http://www.kontronn.com/support/272-transplantation-and-realisation-of-ucos-ii-and-lwip-protocol-stack-on-cortex-a8-platform
http://www.kontronn.com/support/282-device-driver-design-of-embedded-linux-wireless-network-based-on-arm
http://www.kontronn.com/support/290-linux-adc-device-driver-for-arm-s3c2440
http://www.kontronn.com/support/291-linux-touch-screen-device-driver-for-arm-s3c2440
http://www.kontronn.com/support/298-video-processing-and-digital-microwave-transmission-system-based-on-linux-and-cortex-a8
http://www.kontronn.com/support/303-porting-of-uboot-for-booting-from-nand-flash-mode
http://www.kontronn.com/support/305-design-of-uart-based-on-arm-processor
http://www.kontronn.com/support/317-analysis-and-processing-of-malfunction-for-arm-cortex-m3-processor
http://www.kontronn.com/support/321-research-of-the-boot-and-debug-for-arm-micro-processor
http://www.kontronn.com/support/329-execution-of-the-image-based-on-arm-system-and-the-implementation-of-the-interrupt-execution-mechanism
http://www.kontronn.com/support/340-arm-secondary-development-interface-based-on-interrupt-call
http://www.kontronn.com/support/362-design-of-lcd-driving-in-linux-based-on-arm11-embedded-system
http://www.kontronn.com/support/363-porting-of-uboot-for-s3c2440
http://www.kontronn.com/support/371-design-of-wireless-video-terminal-based-on-arm11
http://www.kontronn.com/support/380-uboot-analysis-and-transplantation-based-on-s3c6410
http://www.kontronn.com/support/388-design-of-high-fidelity-lossless-music-player-based-on-arm-embedded-system
http://www.kontronn.com/support/406-porting-of-uboot-to-mini6410
http://www.kontronn.com/support/414-analysis-and-implementation-of-arm11-based-mount-for-nand-flash-simulation-u-disk-under-embedded-linux
http://www.kontronn.com/support/427-power-integrity-analysis-based-on-arm11
http://www.kontronn.com/support/430-uboot-analysis-and-transplantation-based-on-arm-s3c6410
http://www.kontronn.com/support/436-design-and-implementation-of-mobile-video-monitoring-terminal-based-on-s5pc100-embedded-processor
http://www.kontronn.com/support/518-analysis-of-porting-uboot-on-at91rm9200
http://www.kontronn.com/support/522-porting-analysis-of-u-boot-based-on-industry-controlling-at91rm9200
http://www.kontronn.com/support/172-typical-design-of-dsp-power
http://www.kontronn.com/support/173-design-of-high-frequency-pulse-power-supply
http://www.vxworks6.com
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WeChat ID: kontronn


http://www.kontronn.com/2-products/174-design-for-power-synthetic-protection
http://www.kontronn.com/support/175-design-of-arbirary-waveform-power-supply
http://www.kontronn.com/support/210-analysis-and-application-of-high-speed-pcb-signal-integrity
http://www.kontronn.com/support/212-an-electromagnetic-interference-design-of-a-high-speed-image-acquisition-system-on-dm642
http://www.kontronn.com/support/225-design-a-ip-dispatcher-base-on-a-com-express-nano-motherboard
http://www.kontronn.com/support/243-the-design-and-implementation-of-a-data-recorder-based-on-com-express-architecture
http://www.kontronn.com/support/248-design-of-signal-system-logic-arithmetic-unit-based-on-com-express
http://www.kontronn.com/support/258-design-of-radar-echoes-pre-processing-module-based-on-com-express
http://www.kontronn.com/support/265-analysis-and-application-of-simple-multi-task-kernel-on-x86-platform
http://www.kontronn.com/support/266-design-and-research-about-pre-os-application-based-on-uefi-shell
http://www.kontronn.com/support/2-products/274-research-of-malicious-code-defense-technology-based-on-uefi-firmware
http://www.kontronn.com/support/280-investigation-of-support-firmware-for-computer-platform-with-mips-architecture
http://www.kontronn.com/support/299-verification-technology-based-on-uefi-firmware-trojan
http://www.kontronn.com/support/314-analysis-and-development-of-uefi-application-and-uefi-driver
http://www.kontronn.com/support/324-research-and-implementation-of-trusted-bios-based-on-uefi
http://www.kontronn.com/support/331-research-on-demestic-computer-bios-based-on-uefi
http://www.kontronn.com/support/342-a-secure-module-analysis-based-on-uefi
http://www.kontronn.com/support/347-design-of-equal-precision-frequency-meter-based-on-fpga-niosii
http://www.kontronn.com/support/348-design-for-embedded-system-based-on-fpga
http://www.kontronn.com/support/349-the-design-and-realization-of-the-basic-signal-generator-based-on-sopc
http://www.kontronn.com/support/357-research-and-development-of-pmon-based-on-loongson-platform
http://www.kontronn.com/support/365-configurable-design-of-embedded-bios-based-on-x86-platform
http://www.kontronn.com/support/377-analysis-and-optimization-of-pmon-based-on-loongson-2f-cpu
http://www.kontronn.com/support/383-design-and-implementation-of-interface-circuit-between-cpu-and-gpu
http://www.kontronn.com/support/389-pmon-source-code-compiling-and-starting-analysis-based-on-loongson-1a-platform
http://www.kontronn.com/support/397-design-of-an-embedded-dc-control-and-monitoring-device-based-on-the-pc104-industry-controller
http://www.kontronn.com/support/398-research-and-development-of-the-general-purpose-computation-on-gpus
http://www.kontronn.com/support/405-high-speed-fir-digital-filtering-on-gpu
http://www.kontronn.com/support/412-hybrid-programming-model-based-on-cpu-gpu-heterogeneous-computing
http://www.kontronn.com/support/418-gpu-performance-optimization-targeting-opencl-model
http://www.kontronn.com/support/438-the-fdtd-finite-difference-time-domain-computing-method-based-on-gpu
http://www.kontronn.com/support/441-defect-detection-based-on-gpu
http://www.kontronn.com/support/447-general-computing-of-gpu-a-new-high-performance-computing-solutions
http://www.kontronn.com/support/453-quantitative-gpgpu-performance-model-targeting-opencl-architecture
http://www.kontronn.com/support/458-research-on-image-integral-algorithm-optimization-based-on-opencl
http://www.kontronn.com/support/459-research-on-mean-shift-algorithm-using-opencl-on-multiple-many-core-platform
http://www.kontronn.com/support/462-parallel-programming-of-heterogeneous-system-based-on-opencl
http://www.kontronn.com/support/464-study-on-thermal-back-up-machine-switching-technology-in-embedded-system
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